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About this presentation

The National Cyber Security Centre
Helping to make the UK the safest place to live and work online
• understands cyber security, and distils this knowledge into practical guidance that we 

make available to all
• responds to cyber security incidents to reduce the harm they cause to organisations 

and the wider UK
• uses industry and academic expertise to nurture the UK's cyber security capability
• reduces risks to the UK by securing public and private sector networks

https://www.ncsc.gov.uk

https://www.ncsc.gov.uk/


Five steps to keeping your smartphone and tablet safe

1. Password / PIN protection

2. Find My iPhone (and more!)

3. Keeping your device up to date

4. Keeping your apps up to date

5. Beware of WiFi Hotspots



1. Password / PIN protection

If your lose your device or it is stolen, all your information is 

at risk.

A suitably complex PIN or password will prevent the 

average criminal from accessing your smartphone or tablet.

Many devices now include fingerprint recognition to lock 

your device, without the need for a password. However, 

these features are not always enabled 'out of the box', so 

you should always check they have been switched on.



1. Password / PIN protection



2. Find My iPhone (and more!)

You are more likely to have your tablet or phone stolen (or lose them) when you are away 

from home.

Fortunately, the majority of devices include free web-based tools that are invaluable 

should you lose your device. You can use them to:

• track the location of a device

• remotely lock access to the device (to prevent anyone else using it)

• remotely erase the data stored on the device

• retrieve a backup of data stored on the device



2. Find My iPhone (and more!)



2. Find My iPhone (and more!)



3. Keeping your device up to date

No matter which phones and tablets you use, it is 
important that they are kept up to date at all times

All manufacturers release regular updates that 
contain critical security updates to keep the device 
protected.

This process is quick, easy, and free; devices 
should be set to automatically update, where 
possible.



3. Keeping your device up to date



4. Keeping your apps up to date

Just like the operating systems on your devices, all 
the applications that you have installed should 
also be updated regularly with patches from the 
software developers.

These updates will not only add new features, but 
they will also patch any security holes that have 
been discovered. Make sure you know when 
updates are ready, how to install them, and that 
it's important to do so straight away.



4. Keeping your apps up to date



5. Beware of WiFi Hotspots

When you use public Wi-Fi hotspots (for example in 
hotels or coffee shops), there is no way to easily find 
out who controls the hotspot, or to prove that it 
belongs to who you think it does

If you connect to these hotspots, somebody else could 
access:

• what you're working on whilst connected

• your private login details that many apps and web 
services maintain whilst you're logged on



5. Beware of WiFi Hotspots

The simplest precaution is to not use unknown 
hotspots, and instead use your mobile 3G or 4G mobile 
network, which will have built-in security

You can also use Virtual Private Networks (VPNs), a 
technique that encrypts your data before it is sent 
across the Internet. You’ll usually need the technical 

ability to configure it yourself, and should only use VPNs 
provided by reputable service providers.



Summary

1. Password / PIN protection:
https://support.apple.com/en-gb/HT204060

2. Find My iPhone:
https://support.apple.com/en-us/HT205362

3. Keeping your device up to date:
https://support.apple.com/en-us/HT204204

4. Keeping your apps up to date:
https://support.apple.com/en-us/HT202180#iOS

5. Beware of WiFi Hotspots

https://support.apple.com/en-gb/HT204060
https://support.apple.com/en-us/HT205362
https://support.apple.com/en-us/HT204204
https://support.apple.com/en-us/HT202180


Using passwords to protect your data 

A. Switch on password protection (already discussed!)

B. Use two factor authentication for 'important' accounts

C. Avoid using predictable passwords

D. Avoid 'password overload'



B. Use two factor authentication for 'important' accounts

If you’re given the option to use two-factor 
authentication (2FA) for any of your accounts, you 
should do; it adds a large amount of security for not 
much extra effort

2FA requires two different methods to 'prove' your 
identity before you can use a service, generally a 
password plus one other method

This could be a code that's sent to your smartphone (or 
a code that's generated from a bank's card reader) that 
you must enter in addition to your password



B. Use two factor authentication for 'important' accounts



C. Avoid using predictable passwords

Passwords should be easy to remember, but 
hard for somebody else to guess

A good rule is 'make sure that somebody 
who knows you well, couldn't guess your 
password in 20 attempts’

You should also avoid using the most 
common passwords, which criminals can 
easily guess



C. Avoid using predictable passwords

123456
password
12345678
qwerty
12345
123456789
football
1234
1234567
baseball
welcome
1234567890
abc123

111111
1qaz2wsx
dragon
master
monkey
letmein
login
princess
qwertyuiop
solo
passw0rd
starwars 

The most common passwords 
compiled from more than 2 million 
leaked passwords during the year:



C. Avoid using predictable passwords

NCSC advise that you create passwords using three random words. You just put 
them together, like ‘coffeetrainfish’ or ‘walltinshirt’

I use a phrase that’s easy to remember AND is linked to where I’m logging in 
AND meets password complexity rules

This approach also helps to avoid password re-use

For instance: ‘1EnjoyBuyingMusic!’ or ‘1EnjoyEatingFish!’



D. Avoid 'password overload'

If someone steals one of your passwords, they will attempt to use it for other 
services: Amazon, eBay, Facebook, etc.

By using a phrase that’s easy to remember AND linked to where you’re logging 
in, you can avoid password re-use

For instance:

‘1EnjoyReadingBooks!’ or ‘1EnjoyBuyingCheap!’ or ‘1EnjoySocialNetworks!’

You might also like to try a Password Manager such as Data Guardian, which can 
help you manage large numbers of passwords



Summary

A. Switch on password protection

B. Use two factor authentication for 'important' accounts

C. Avoid using predictable passwords

D. Avoid 'password overload'
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